
Ensuring mailbox and
folder privacy
The last thing you want to do is admit to an
executive level manager is that you have
inadvertently allowed other people access to
their private and confidential email.

With Access Security Manager (ASM) you can
monitor who has access to mailboxes and
folders and prevent unacceptable intrusion. In
many industries huge fines can be paid through
failure to protect personal or financial data.

Access Security Manager allows you to manage

security for mailboxes and public folders in

Exchange. It helps you ensure that the privacy of

data in mailboxes and folders is only for the

authorized user only. 

Access Security Manager enables you to check

and update users’ permissions in line with

approved security policy and practices ensuring

compliance and preventing intrusion. 

Benefits include: 

Ensures you set the privacy required

Audits Exchange security settings quickly and
effectively; 

Validates the integrity of access to email stores and
public folders; 

Pre-empts security breaches;

Provides additional security for any email archive
system;

Helps with compliance regulations for safeguarding
confidential information;

Finds anonymous and deleted users;

Prevents email impersonation;

Spots intrusion risks;

Easy to implement, maintain and manage.



Access Security Manager automates the multiple tasks

involved in compiling security settings, performs mass

updates and presents simple summaries for the

administrator. Process results can be output to a database

for further analysis. ASM can run automatically, at set

times, to provide on-going audits of access rights across

the whole organization. This enables errors to be detected

before they are exploited.

ASM ensures that users have the correct rights for each and

every mailbox and will assist in preventing unauthorized

users from gaining access to confidential or critical

information.

ASM prevents misrepresentation through misuse of

organizational email IDs. It finds and helps remove

erroneous ‘Send on Behalf of’ permissions, preventing

email impersonation and reduces the possibility of zombie*

users.

ASM has been designed to enhance the integrity of data

within any email compliance archive, not only ArchiveOne

and helps you meet compliance needs in ensuring security

in personal and financial data.

Features
Mailbox and public folders: ASM enables easy task-

related management of permissions for the mail system to

prevent unauthorized access to sensitive information.

Standard searches: By using a Security Wizard Manager for

rights control, administrators can monitor the integrity of

mailbox and public folder permissions without needing to

detail how the mail store security structure is configured.

User Permissions: Provides full information of all those with

permissions over user mailboxes and Exchange stores. 

‘Send on Behalf of’: ASM specifically Identifies ‘Send on

Behalf of’ permissions. Administrators are able to identify

rogue users who may try to impersonate other staff — and 

stop them. 

Zombie users*: Zombie users can occur when a user is

deleted from the email system and their legacy permissions

remain in the system. Later, when a new user joins with the

same user ID, he or she inherits these dormant permissions in

full. ASM alerts the administrator to Zombies.   

Flexible permissions: Collate permissions for parts of the

information store and focus on specific users, distribution lists

and mailbox folders over different servers with specific

mailbox exclude controls. 

Export to external database: Permission settings and

updates can be exported to an external database where

the information can be analyzed and reused.

Mass updates of permissions: ASM supports mass

updates across users and folders as a single action.

Optional read-only control: Hierarchical administration

allows operators to be set up to only run permissions

checks and read results, but do no changes.

Multiple Mailbox folder types: ASM can distinguish

between all folder types including: Mail folders, Calendar

folders, Notes folders, Journal folders and Contacts. It

ensures that legitimate diary sharing is not effected by

changes in permissions that access email stores.

Hidden mailbox options: Hidden mailboxes may be

included or excluded from the access information.

Scalable: ASM is proven from a handful of users to over

200,000 user multiple mail servers. The combination of

detailed analysis of mail system security and clear

administrative controls makes ASM effective and reliable

for both small and large organizations.
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About C2C
C2C offers automated data archiving and management for email,
files and SharePoint content, optimising performance, reducing
storage management costs and minimising risks associated with
critical data – helping you to control your data before it controls you. 

C2C and accredited resellers also offer: 

• Professional Services from expert consultants with detailed
experience implementing C2C solutions;

• Training to give you full control over the operation, maintenance
and evolution of your system;

• Local Technical Support so you always have someone to talk to who
understands your requirements. 

A Microsoft Gold Certified Partner, C2C is a privately-held company
established in 1992 with offices in Reading, UK and Westborough, 
MA, USA and an accredited reseller network that extends throughout 
the world. 



Mass updates of permissions
ASM supports update permissions across the full selection

of users and folders, whichever the administrator has

selected, as a single action.

Optional read-only control
Provides hierarchical administration with operators able to

be set up to only run permissions checks and read results,

but do no changes.

Multiple Mailbox folder types

ASM can distinguish between all folder types including:

Mail folders, Calendar folders, Notes folders, Journal

folders and Contacts.  It ensures that legitimate diary

sharing is not effected by changes in permissions that

access email stores.

MMC Interface

ASM is driven via a standard MMC interface so

administrators can start using it without specialist training.

This reduces configuration times and results in low on-

going running costs.

Hidden mailbox options

Hidden mailboxes may be included or excluded from the

access information.  This can simplify the analysis of

information for the administrator. 

Scalable structure
ASM is proven from a handful of users to over 200,000 user

multiple mail servers. The combination of detailed analysis

of mail system security and clear administrative controls

makes the ASM effective and reliable for both small and

large organizations.

Software specifications

Works with Windows XP and later with the latest service

packs and Exchange 2000 onward.

About C2C
C2C offers automated data archiving

and management for email, files and

SharePoint content, optimising

performance, reducing storage

management costs and minimising

risks associated with critical data –

helping you to control your data

before it controls you. 

C2C and accredited resellers also offer: 

• Professional Services from expert

consultants with detailed

experience implementing C2C

solutions;

• Training to give you full control

over the operation, maintenance

and evolution of your system;

• Local Technical Support so you

always have someone to talk to who

understands your requirements. 

A Microsoft Gold Certified Partner,

C2C is a privately-held company

established in 1992 with offices in

Reading, UK and Westborough, 

MA, USA and an accredited reseller

network that extends throughout 

the world. 
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